A procedure for the analysis of the performance of a complex network system is proposed, based on recently introduced measures of topological interconnection and reliability efficiency. An example of application of the procedure is provided with respect to a real tramway transport system, which turns out to have small world characteristics when considered as an open system inclusive of walkway connections to short-range, neighbouring stops.
Introduction
A promising approach to the analysis of complex technological network systems and infrastructures comes from the investigation of the topological properties of interconnected systems (Kauffman, 1993; Capra, 1996; Science, 1999; Bar-Yam, 2003; . The viewpoint underlying this approach is that the stability and robustness of a network system depend on the redundant wiring of the functional web interconnecting its components. Yet, error tolerance and attack robustness are not necessarily shared by all redundant network configurations (Albert et al., 2000) .
To account also for the physical properties of the systems, network efficiency measures have been introduced (Latora and Marchiori, 2001 ) as complements to the classical topological indicators such as the characteristic path length and the clustering coefficient (Watts and Strogatz, 1998) . In particular, the local and global reliability characteristics of a complex network system have been recently considered within this framework (Zio, 2006) . By considering the 'reliability distances' among network nodes in terms of the probabilities of failure of the interconnecting links, global and local reliability efficiency indicators can be defined for use in the analysis of the robustness and vulnerability of network systems and thus for their optimal design, operation and management.
Due to the large variety of topology -and efficiency -related parameters which can be used to analyse the system performance, it seems useful to define a systematic procedure for evaluating the global and local properties of a complex network system. Such a procedure basically consists of two parts:
• a statistical analysis of the topological interconnectivity properties of the system structure • an analysis of the reliability efficiency of the network system.
Properly designed sensitivity analyses and robustness and vulnerability studies can be added in support to the understanding of the system behaviour.
The steps of the procedure are exemplified taking as reference the tramway network system of the city of Milano, Italy (http://www.atm-mi.it/atm/). Starting from the system's physical structure, the topological features are first analysed. Then, the procedure moves on to evaluate the reliability characteristics of the network considered as made up of weighted edges, the weight of an edge being the reliability of timely service along it, i.e., the probability of servicing on time, according to schedule, the two tram stops connected by the edge.
The tramway network is compared with a random graph with the same number of nodes and edges. It turns out that if one considers the network as an open system where nearest stops can be reached by foot, the network attains small world characteristics which ensure timely service with an economical structure (Watts and Strogatz, 1998; Albert et al., 2000; Latora and Marchiori, 2002) .
Finally, sensitivity studies and robustness investigations are performed to analyse the system's performance when changes to its structure or to the reliability efficiencies of its edges are introduced.
The paper is structured as follows: in Section 2 the tramway network system of Milano is described from the dual formalisms of unweighted and weighted networks. Sections 3 and 4 contain the topological and the reliability efficiency analyses of the original tramway network, respectively. The sensitivity analysis reported in Section 5 investigates the behaviour of the service reliability efficiency performance of the network upon changes in the reliability of its links and modifications to its topology. Conclusions on the outcomes of the analysis are eventually drawn in Section 6.
System description
The tramway system of Milano is made up of 19 lines covering the town area from the centre to the suburbs. In previous works on rail transportation systems (Sen et al., 2003) , stops have been taken to represent the nodes of a graph and two arbitrary stops have been considered connected by an edge when there is at least one transport service (a train, in the case of Sen et al. (2003) ) stopping at both stations. The two stations, belonging to the same transport line, are considered to be at unit distance of separation irrespective of the geographical distance between them. With this definition of connectivity, the resulting graph is connected and non-sparse.
In contrast, in the present study, the system is modelled as a stochastic, weighted, undirected, connected network in which each tram stop is transposed into a node, linked by edges representing the rail tracks connecting consecutive stops. In this respect, this representation focuses on the actual topological structure of the tramway system. Again, no specification of the physical length of the edges is given: the topological distance is measured by the number of edges making up the shortest path between two nodes.
According to this view, the Milano tramway network of N = 407 nodes (hereafter also called vertices) connected by K = 446 edges (hereafter also called links or arcs) can be represented by a graph G(N, K) defined by its N × N adjacency (connection) matrix {a ij } whose entries are 1 if there is an edge joining node i to node j or 0, otherwise. Since the majority of nodes are linked only to the two adjacent ones representing the first neighbour stops on a line, the adjacency matrix of the tramway network is rather sparse.
The stochastic behaviour of the tram service is modelled by introducing the probability ξ ij that from a given stop i the tram will get to the next stop j on time, according to schedule. For the sake of simplicity, it is assumed that ξ ij = ξ for the whole tram network. If two stops, i.e., two nodes i and j, are linked by more than one tram line, say m, the probability of servicing on time the two connected nodes becomes 1 (1 ) .
We shall refer to this quantity as the (service) reliability of edge ij and call service failure probability of edge ij its complement to one, q ij = 1 -p ij . Thus, in addition to the adjacency matrix {a ij }, the additional matrix {p ij } (or the complementary {q ij }) is introduced to describe the tramway system. Consistent with the dual point of view espoused, a procedure consisting of both topological and reliability efficiency analyses is carried out for assessing the tramway network properties and service performances.
Topological analysis
The tramway network is first analysed from a purely topological point of view. As mentioned in the Introduction, each link is taken as having a length equal to one and thus the distance between two nodes i and j is represented solely by the number of edges travelled in the path from i to j. Furthermore, since G(N, K) is a connected graph, there are ((N × (N -l))/2) distinct shortest paths among the N stops.
For studying the global properties of the network topology, the probability distribution P(d ij ) of the shortest path lengths d ij between any two nodes i and j in the network can be considered. This can be accomplished in N steps using the Floyd's sequential shortest path iterative algorithm which at each step constructs an intermediate matrix containing the current shortest distance between each pair of nodes, until convergence (Floyd, 1962) . Figure 1 shows that the distribution has a tail up to d ij = 55, implying that one has to pass, at most, through 55 stops to go from one point to another in the network. This value is the so-called diameter of the network (Albert and Barabasi, 2002) and in this case it is a quite large number of stops to travel. Yet, examining the topological structure of the tramway network, it can be pointed out that large distances correspond to trips between the terminals of different lines, a quite unusual and rare situation for tram transport. Thus, in this case this measure does not seem to represent properly the characteristics of the network, since it represents a very long distance hardly ever covered by a unique travel of a tram. On the contrary, the largest portion of the distribution is concentrated around values of d ij = [l0, 30] , showing that in the majority of cases, the tram services are not designed to cross the entire city but rather to make shorter travels, covering approximately 10-30 tram stops. The distribution peaks at d ij = 20, implying that one has a large probability of reaching the majority of tram stops in Milano by travelling 20 stops. From the analysis of the network, it is found that the tram services are actually set up so as to cover small distances, those lying in the ascending part of the distribution, while the longer distances, i.e., those in the descending part of the distribution, are not usually covered.
The above shortest path length distribution is often synthesised by a point value, the 'average' or 'characteristic path length', which represents the average of the shortest distances d ij between all pairs of nodes:
For the Milano tramway network, a value of L = 20 is found. This clearly reflects the d ij distribution and confirms that, on average, one can reach the majority of tram stops in Milano by travelling 20 stops, the 'typical' journey for a user of the tram service! Further insights on the connectivity properties of the network are given by its degree distribution, P(k), i.e., the distribution of the number of tram stops k which are connected to an arbitrary stop. This distribution, plotted in Figure 2 , sharply peaks at about k = 2. This was expected as it reflects the mainly sequential structure of the tramway network in which most stops are connected just to the previous and following ones. This results from having transposed each single stop into a network vertex and from having linked the vertexes according to the actual connection of the corresponding tram stops in the physical network. Nodes with k > 2 correspond to stops where tram lines cross, which is not the majority in the tramway network. Nodes with k = 1 are the terminals of the service lines.
Also, the connectivity of the network is typically synthesised at a local level by a single point value, the 'average clustering coefficient'. The clustering coefficient C i , is a local property of node i defined as follows (Albert and Barabasi, 2002) : if node i has k i neighbours, then at most ((k i × (k i -1))/2) edges can exist between them; C i is the fraction of these edges that actually exist and C is the average value (1/ ) . . The predominant series structure of the network is responsible for the large number of sparse subgraphs around the nodes, a phenomenon which leads to the small values of the average clustering coefficient. Actually, one could ask whether there is any reason for a tramway network to have high clustering. In principle, this would be welcome for the robustness of the service; a fault stopping a portion of a service line would be overcome by simply passing onto working points on the same lines or adjacent working lines through short-range neighbouring stops. On the other hand, unlike in other transportation systems such as railway or underground, neighbouring tram stops are a few minute walk from each other so that a subliminal pedestrian component of connectivity is practically introduced by the service users themselves, when compulsory because of interruption of service on a section of the line. In modelling this additional connectivity pattern, one can assume that all the stops in a short-range radius of say three edges from a given stop are actually at unit distance, i.e., the corresponding linking paths can be alternatively covered by foot. When this assumption is put to work, the results obtained are really surprising and give a more realistic insight onto the actual tramway network structure and related service. Indeed, in the new configuration C = 0.538 and L = 6. This justifies the reasoning behind a low clustering in tramway networks, for there is no need to build an expensive, highly-clustered physical network when the desired, efficient local connectivity behaviour is already ensured for free by the walkway.
Eventually, it is interesting to assess whether the tramway network of Milano is a small world network. To this aim, one has to compare the values of L and C obtained for the network to the respective values in a random graph with the same N and K. For this comparison a random graph has been generated with the Erdos-Renyi (ER) model, characterised by a connection probability between two edges p ER = K/((N × (N -1))/2) (this value is used to obtain a number of edges comparable to that of the real network) (Barabási et al., 1999) .
Obviously, from the analysis above it is already known that the tramway physical network as such is not a small world network due to a lack of clusters. However, it is found that even if the tramway network is considered coupled with the additional walkway connection pattern, the comparative random graph turns out to be non-connected, because in most of the realisations of the random graph there are some nodes not connected to the remaining part of the network. Thus, L → ∞. On the contrary, adopting for the clustering coefficient computation an empirical method that avoids the ill definition of such parameter in case of empty or single-node neighbourhoods (Zio, 2006) , the value found for the random graph turns out to be 1.48⋅10 -2 , orders of magnitude lower than the value of the tramway network with pedestrian connectivity addition. This means that the tramway network system, combined with pedestrian connections is likely to be a small world network. However, at this point, we are not in a position to draw any conclusion about the actual properties of the system, because of the anomaly of L.
Service reliability efficiency analysis
To further delve into the properties of the tramway service system, the proposed systematic procedure of analysis proceeds to adopt the formalism of weighted networks (Latora and Marchiori, 2001; Zio, 2006) . This is done by exploiting also the information contained in the matrix {p ij } to evaluate the shortest path lengths d ij , thus characterising the network in terms of how efficiently it propagates the service on both the global and local scales.
As mentioned in the Introduction, from the tramway network efficiency point of view the focus is on the probability of 'on time service' between pairs of nodes i and j. On the basis of both {a ij } and {p ij } (or the complementary {q ij }), the matrix of the shortest (most 'service reliable') path lengths {d ij } can be computed as (Zio, 2006) :
where the minimisation is done with respect to all paths γ ij linking nodes i and j and the product extends to all the edges of each of these paths. Note that 1 ≤ d ij ≤ ∞, the lower value corresponding to the existence of a perfectly reliable path connecting i and j (all trams between two stops along such path will be on time, i.e., p mn = 1, q mn = 0 ∀mn ∈ ij) and the upper value corresponding to the situation of no paths connecting i and j (i.e., in all connections from i to j there is at least one that certainly will not be on time p mn = 0, q mn = 1). The reliability efficiency in the on time service between nodes (stops) i and j is then defined to be inversely proportional to the distance of the shortest (most 'service reliable') path linking them. Thus, the network is characterised also by an efficiency matrix {ε ij } whose entry is the efficiency in the on time service between nodes i and j: 
The average reliability efficiency of the tramway network G is then
This quantity plays a role similar to that of the previous measure L in defining the network connection characteristics on a global scale, the difference being that it also accounts for the reliability of the edges in providing the transportation service on time.
The characteristic path length takes into account the stops required to get from one node to another and it represents the sequential path along the network. The efficiency measure retains also the information about the reliability of a specific path in the network where all the nodes concurrently give contribution to the system service, i.e., it is the efficiency of a parallel system (Latora and Marchiori, 2001) . Since ε ij = 1 when there is at least one perfect path γ ij in the graph which connects nodes i and j through a sequence of non-failing edges, E glob (G) is equal to one in case of a non-failing, perfectly connected network. As for the local properties of the graph G, these can be quantified by specialising the definition of the average efficiency equation (5) on the subgraph G i of the neighbours of each node i in the network,
Averaging the efficiency of the local neighbourhoods of all nodes in the network, a measure of the network local service reliability efficiency is defined:
Since i ∉ G i , this parameter reveals how much the system is fault tolerant in that it shows how efficient the service remains between the first neighbours of i when i is removed.
The quantity defined by equation (6) has a similar local character as the clustering coefficient C. Yet, these two different indicators convey complementary information.
The results of the service efficiencies are reported in the second column of Table 1 , for the (optimistic) base case of ξ = 0.9. The predominant series structure of the network is responsible for the large number of sparse subgraphs around the nodes, a phenomenon which leads to the small values of the local efficiency. Table 1 Service efficiencies E glob (G), E loc (G) for the base case, ξ = 0.9
Original configuration Connected terminals Most connected nodes
Global efficiency, E glob (G) 6.75 × 10 In Figure 3 , the distribution P(E(G i )) of the average efficiencies on the subgraph G i equation (6) is presented. Note that almost all subgraphs are sparse, thus giving null contribution to the average local efficiency. This distribution reflects the previously discussed degree distribution P(k) peaked at k = 2 since no connected subgraph is realised if a stop is mainly linked just to the previous and the following ones. At the same time, the absence of shortcuts between tram lines leads to poor global accessibility, as demonstrated by the small global efficiency. In summary, the global and local connectivities of the tramway network structure are very poor, due to the mainly sequential structure of the system. As a result, if a node is disconnected many nodes become no longer connected to each other. Thus, once again it is confirmed that the network does not present the desirable small world characteristics of good global and local connectivity. In contrast, if one considers the combination of the tramway network with the connection paths accomplishable by foot, having service reliability equal to one by definition because controlled by the users themselves, one finds E glob (G) = 0.19 and E loc (G) = 0.07. When compared with the ER-random graph with the same number of vertices and edges, this combined network shows the properties of a small world since its global efficiency turns out to be comparable with the one of the random graph whereas its average local efficiency is sensibly higher (E glob (ER) = 0.27, E loc (ER) = 1.33 × 10 -2 ).
Sensitivity analysis
Changes in the tramway service performance can be achieved by modifying the service reliability efficiency of the links and/or by modifying the network physical structure itself through additional wiring of its nodes. Along these lines, the proposed systematic procedure moves on to perform a sensitivity analysis with respect to the probability ξ with the aim of studying how a change in service efficiency between two consecutives stops affects the performance of the entire system. Without loss of generality, the analysis is referred to the physical network structure with no addition of connectivity by walkways. For all values of ξ in [0.2, 0.9], the values of both the global and local efficiencies are rather small in an absolute sense. Further, there is a change of only a factor 3-5 for values of ξ in [0.2, 0.9] . This relatively small variation in the service reliability efficiency at both the global and local scales is a confirmation that the scarce efficiency of the network is due to its topological connectivity which is quite sparse because many nodes are linked only to the previous and following ones along the shared service line, without shortcuts to other lines. Note that obviously the additional information on the service efficiency sensitivity can not be conveyed by the topological indicators L and C which are not affected by changes in ξ as these do not modify the system structure. Successively, the proposed systematic procedure for the analysis of the properties of the network system has been carried further by studying the effects of implementing changes in the interconnectivity structure itself. Again, the pedestrian connectivity through walkways is not considered in this analysis.
First, the terminals of the tram service lines have been all connected together with the aim of improving the service by reducing the length of many paths starting from stops on different lines (Figure 6 ). At the global level, the characteristic path length is reduced from 20 to 16, whereas the base case (ξ = 0.9) global efficiency experiences only a slight change from 6.75 × 10 -2 to 7.81 × 10 -2 (Table 1 , column 3). Indeed, the new connections actually shorten some paths in the network but they do not change sensibly its structure so that the overall service efficiency is not significantly improved. On the contrary, the local properties are basically not affected at all by this new 'suburban' line connecting all terminals.
Similar results are obtained when linking together the six most connected nodes, i.e., those with connectivity degree k = 5 ( Figure 7 and Table 1 , column 4).
In general, then, creating few new links does not substantially change the properties of the tramway network which is strongly serial.
Finally, the proposed systematic procedure tests the robustness of the original network configuration to the disconnection, one by one, of the six most connected nodes (k = 5). For the sake of brevity, the discussion of the results is here limited to only the two extreme cases of edge service reliability ξ = 0.2 and ξ = 0.9. No significant change is shown at either the global or local scales when these nodes are removed one by one, although actually the characteristic path length goes to infinity because some nodes are no longer reachable. When all the six most connected nodes are removed, E glob (G) decreases from 1.9 × 10 -2 to 1.3 × 10 -2 for ξ = 0.2 and from 6.8 × 10 -2 to 4.9 × 10 -2 for ξ = 0.9, the relative change being comparable due to the fact that the modification is topological and the service reliability ξ is equal for all edges of the network. Note that these variations can not be analysed with the topological indicator L since its value goes to infinity when a node is no longer reachable in the network (in contrast, a remarkable feature of the network efficiency indicators is precisely that they apply even in case of some nodes being disconnected from the remainder of the network). 
Conclusions
Various indicators have been introduced to characterise the performance of complex network systems from different viewpoints. This may sometimes cause some confusion about the actual properties of the system under study or even lead to partially incomplete analyses. In this paper, an attempt is made to portrait a systematic procedure for the development of the analysis of a complex network system. Starting from the system's topological structure, the analysis first looks at the network as an unweighted graph and investigates its intrinsic connectivity features with classical statistical techniques. Then, the analysis moves on to concentrate on the reliability characteristics of the network, considered as made up of weighted edges. This is done by introducing service reliability efficiency measures which consider the 'service reliability distances' among network nodes in terms of the probabilities of service failure of the interconnecting links. This leads to the definition of global and local reliability efficiency indicators which can complement classical topological measures like the characteristic path length and clustering coefficient used in the earlier, statistical part of the analysis.
Finally, sensitivity analyses and robustness/vulnerabilities studies are performed with respect to changes in the service reliability efficiency of the network links and to modifications of its underlying physical structure.
The proposed analytical procedure can greatly aid the optimal design, operation and management of network systems and can be further extended to ensure a more complete analysis of robustness and vulnerability.
The procedure has been applied for the analysis of the tramway network system of the city of Milano, Italy. Each stop has been transposed into a node in the network and adjacent nodes on the same service lines have been considered connected by edges. The network topology is thus characterised by a large number of nodes being connected only with the previous and subsequent ones on the line. As expected, this predominant sequential structure leads to poor global and local connectivity properties. Due to this topologically sparse structure, no adequate modification of the topology or line service reliability seems to be effective at the system level in terms of its service reliability efficiency. On the contrary, the realistic combination of the tramway network with the naturally arising pedestrian walkway connection, which sees the users move by foot to reasonably close nodes in case of need, has shown that the resulting overall service network can be considered a small world network, both globally and locally efficient. This high efficiency is reached at no additional cost, exploiting the intrinsic characteristics of the service typology.
